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Notice

• Welcome and thank you for attending!

• All attendee microphones and videos have been disabled.

• If you have any questions during this discussion, please send them to DE-FOA-
0002986@netl.doe.gov. Questions submitted via chat will not receive responses.

• This webinar will focus solely on information provided in the FOA.

• Attendance at this webinar is not required. Your participation is completely voluntary. 
Participation does not affect your score in the evaluation process.

• This webinar is being recorded. Continued participation in this webinar will be 
considered your consent. If you do not consent to your name and/or image being 
recorded, please log off this webinar.
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Rural and Municipal Utility Advanced Cybersecurity 
Grant and Technical Assistance (RMUC) Program

Funding: 

$250 million over 5 years (FY22-26) via grants, technical assistance, and 
cooperative agreements

Objectives:

1. Deploy cybersecurity technology, operational capability, or services that enhance 
the security posture of electric utilities through improvements in the ability to 
protect against, detect, respond to, or recover from a cybersecurity threat.

2. Increase the participation of eligible entities in cybersecurity threat information 
sharing programs.
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Bipartisan Infrastructure Law (BIL) Section 40124:  
RMUC Program
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RMUC Program

Eligibility:

• Rural electric cooperatives

• Municipal/Public Power electric utilities

– a utility owned by a political subdivision of a State

– a utility owned by any agency, authority, corporation, or instrumentality of 1 or more political 

subdivisions of a State

• Not-for-profits in partnership with rural or municipal electric utilities

• Investor-owned electric utilities that sell < 4,000,000 MWh/year

Priority Given to Eligible Entities:

• with limited cybersecurity resources;

• that own assets critical to the reliability of the bulk-power system (BPS); or,

• that own defense critical electric infrastructure (DCEI)
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Cooperative Municipal

Utilities with limited 

cybersecurity resources

Utilities critical to reliability 

of bulk power system

Own Defense Critical Electric Infrastructure

Serving Military Installations

IOU

Not-for-profit entity that is in a partnership with six 

(6) or more cooperative and/or municipal utilities.

Only IOUs with sales < 4M 

megawatt hours per year

RMUC Priorities 
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RMUC Advanced Cybersecurity Technology (ACT)
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Downloading the ACT FOA – 2 Documents

• All applicants are required to read both the 

BIL RMUC ACT Funding Opportunity 

Announcement DE-FOA-0002986 (FOA) 

and the accompanying BIL RMUC ACT 

Administrative Requirements (FOA 

Requirements) documents.

• Applicants are expected to understand and 

adhere to the submission requirements 

described in both documents.

• If there are any inconsistencies between 

the FOA and this presentation or 

statements from DOE personnel, 

applicants should rely on the language in 

FOA and FOA Requirements documents.
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Both documents are 

available for download 

on Infrastructure 

eXCHANGE.

httpss://infrastructure-exchange.energy.gov/Default.aspx#FoaIdcc9bd5a9-00e0-438d-9225-873fb1f4dffa
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BIL RMUC ACT FOA (DE-FOA-0002986)

Anticipated Schedule

• FOA Issue Date 11/16/2023

• Submission Deadline for Pre-Applications 01/10/2024

• Expected Date for “Invited to Apply” February 2024

• Submission Deadline for Full Applications 04/24/2024

• Expected Date for DOE Selection Notification 09/12/2024

• Expected Timeframe for Award Negotiations Oct 2024 – Jan 2025

• Expected Date for Awards Jan – Feb 2025
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Registration 
Requirements
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Application Success

• Want all potential applicants to 
understand the application process.

• There are several priority steps 
applicants must take before they can 
submit a Pre-application.

• Unfortunately, some of these steps are 
not “instantaneous” and may take 
several weeks to complete.

• START NOW!

- 12 -



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

Registration Requirements
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To apply to this FOA, Applicants must:

❑ Register with the Clean Energy Infrastructure eXCHANGE
(https://infrastructure-exchange.energy.gov/)

❑ Register with the System for Award Management (SAM) 
(https://sam.gov/content/home);

❑ Obtain a Unique Entity Identifier (UEI) number;

❑ Register with Grants.gov (http://www.grants.gov); and

❑ Register in FedConnect (https://www.fedconnect.net).

Additional information on registration requirements can be found in 

Section V of the FOA.

httpss://infrastructure-exchange.energy.gov/
httpss://sam.gov/content/home
https://www.grants.gov/
httpss://www.fedconnect.net/
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FOA:  Infrastructure xCHANGE
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https://infrastructure-exchange.energy.gov/

The login that is created in (3) will be used every time you login to eXCHANGE
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FOA:  SAM.gov
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What is SAM.gov?

The System for Award Management (SAM.gov) is an official 

website of the U.S. Government. There is no cost to use 

SAM.gov. You can use this site to:

• Register to do business with the U.S. Government

• Update, renew, or check the status of your entity 

registration

• Search for entity registration and exclusion records

• Search for assistance listings (formerly CFDA.gov), 

wage determinations (formerly WDOL.gov), contract 

opportunities (formerly FBO.gov), and contract data 

reports (formerly part of FPDS.gov).

• View and submit BioPreferred and Service Contract 

Reports

• Access publicly available award data via data extracts 

and system accounts

https://sam.gov/content/home
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How long does it take to get a UEI?
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Five days to 

several weeks

https://www.fsd.gov/gsafsd_sp?id=kb_article_view&sysparm_article=KB0064315
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FOA:  FedConnect
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https://www.fedconnect.net/

FedConnect/Default.htm
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Registration Things to Remember

- 18 -

- Register as early as possible as some of these systems, particularly SAM, can 

take several weeks to complete the process.

Do not wait until the day before the submission deadline 

to begin this registration process.

- Give yourself sufficient time to complete both the registration and application 

submission processes.

- Try to submit your application materials 1-2 days early. Technical issues can 

arise that could delay submittal upload.

- The application window on eXCHANGE will close automatically once the 

submission deadline window closes.
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How to Submit Your Pre-Application
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• Pre-Applications must be submitted through 
the Clean Energy Infrastructure eXCHANGE at 
https://infrastructure-exchange.energy.gov/

• DOE will not review or consider applications 
submitted through other means

• The Users’ Guide for Applying to the 
Department of Energy Funding Opportunity 
Announcements can be found at 
https://infrastructure-
exchange.energy.gove/Manuals.aspx

httpss://infrastructure-exchange.energy.gov/
httpss://infrastructure-exchange.energy.gove/Manuals.aspx
httpss://infrastructure-exchange.energy.gove/Manuals.aspx
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Key Submission Points
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❑ Verify data entry in eXCHANGE. Ensure data aligns with SAM.gov registration.

• Submissions could be deemed ineligible due to an incorrect entry.

❑ DOE strongly encourages Applicants to submit 1-2 days prior to the deadline to allow for 

full upload of application documents and to avoid potential technical glitches with 

eXCHANGE.

❑ Make sure you hit the “submit” button

• Any change made after you hit submit will un-submit your application and you will need 

to hit the submit button again.

❑ For your records, print out (or save as a PDF) the eXCHANGE page at each step, which 

contains the application’s Control Number.
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Applicant Points-of-Contact
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• Designate primary and backup point-of-contact in eXCHANGE with whom 
DOE will communicate award negotiations.

• It is imperative that the Applicant/Selectee be responsive during award 
negotiations and meet negotiation deadlines.

• Failure to do so may result in cancellation of further award negotiations 
and rescission of the Selection.
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RMUC ACT FOA 
Overview
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FOA Description

“This FOA supports Administration goals by providing 
funding to support investments in advanced 
cybersecurity technologies and technical assistance 
for eligible utilities that “enhances the security 
posture of electric utilities”. 

Advanced cybersecurity technologies includes 

operational capabilities (such as training and 

improvements to policies and procedures), services, 
and tools, technologies, or other products that will 
improve the ability of eligible utilities to protect 
against, detect, respond to, mitigate, or recover from 
a cybersecurity threat.”
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FOA Section I.B (pg. 9)
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Award Information (FOA Section II.A. pg. 16)
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Who is Eligible to Apply?
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The proposed prime recipient and subrecipient(s) must be domestic entities.

Additionally, BIL Section 40124 directs who is eligible to apply for funding under 
this FOA.

Eligible Entities

(A) Rural electric cooperatives;

(B) Utilities owned by a political subdivision of a State, such as a municipally owned electric 
utility;

(C) Utilities owned by any agency, authority, corporation, or instrumentality of one or more 
political subdivisions of a State;

(D) Not-for-profit entities that are in a partnership with not fewer than 6 entities described in 
(A), (B), or (C) above; and

(E) Investor-owned electric utilities that sell less than 4,000,000 megawatt hours of 
electricity per year.
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Who is Eligible to Apply?
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Per the guidance provided under BIL 
Section 40124, eligibility for each Topic 
Area is as follows:

Topic Area 1 – Entities that fall under 
items (A), (B), (C), and (E) on the previous 
slide

Topic Areas 2 & 3 – All entities listed on 
the previous slide are eligible to apply

FOA Section III.A.i (pg. 17)
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Additional Eligibility Information
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Territories and Tribal Entities 

• A utility owned by a political subdivision of a Territory 
would qualify as an eligible entity under items (B) or (C) 
on the previous slide.

• Tribal entities are not eligible under (B) and (C) on the 
previous slide. A Tribe may be eligible if it is participating 
through its separately organized: (A) rural electric 
cooperative; (D) not-for-profit entity in partnership with 
not fewer than 6 entities described in (A), (B), or (C) on 
the previous slide; or (E) an investor-owned electric 
utility that sells less than 4,000,000 MWh of electricity 
per year. 

FOA Section III.A.ii (pg. 18)
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FOA Timeline
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Pre-Applications 
Due:

1/10/2024

Exchange Status for 
Full Application 

Notification:
Estimated 
2/26/2024

Full Application 
Due:

4/24/2024

Receive Reviewer 
Comments:
Estimated
June 2024

Receive 
Selection/Non-

Selection 
Notification:
Estimated

September 2024

Pre-Application Review Full Application Review

DOE anticipates making awards by January 31, 2025
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Application Process
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Pre-Applications vs. Full Applications
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This FOA consists of 2 steps – Pre-Applications and Full Applications

Pre-Applications

• See Topic Area specific eligible entity 

requirements

• May submit multiple applications per topic area

• Optional response template available on 

eXCHANGE for each Topic Area

• Need to only submit one document –

completed Topic Area specific response

• Submissions reviewed based on Topic Area 

criteria outlined in the FOA

• Applications will either be “invited” to submit a 

full application or “not invited” to continue to 

the full application process

Full Applications

• Only Pre-applicants “invited” may submit

• May submit only one per Topic Area

• Must be an expansion of the Pre-Application 

idea – should not be radically different

• Submission package requires multiple 

documents – as many as 18

• Submissions reviewed based on Topic Area 

criteria outlined in the FOA

• Selections will be determined based on review 

results and program policy factors

• Applicants notified of selection/non-selection

• Project negotiations & award
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Pre-Applications

- 31 -

Pre-Applications must be submitted by 

1/10/2024 at 5:00 pm ET

through Clean Energy Infrastructure eXCHANGE
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Pre-Application Review Criteria
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Each Topic Area has unique review criteria for each of the following 

categories:

• Applicant Profile (Topic Area 2 & 3 only)

• Project Overview

• Community Benefits

• Technical Approach

• Project Design and Management

Additional information on the Pre-Application Review Criteria can be 
found in FOA Sections VI.C, VII.C, and VIII.C.
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How you will be notified if invited to submit a 
Full Application

- 33 -

FOA Section IV.C. (pg. 23)
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Some Things to Consider
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Applicants should anticipate the following if they are “invited” to submit 

a Full Application.

Some documents may take time to gather.

• Letters from Participating Utilities (Topics 2 & 3)

• Not-for-Profit Partnership Letters (Topics 2 & 3)

• Resumes (all Topic Areas)

The Full Application submission process is labor intensive and can be 

challenging if you are not familiar with the process.
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Full Applications
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• Applicants must submit a Full Application by 4/24/2024 at 5:00 pm 

ET through Clean Energy Infrastructure eXCHANGE

• Full Applications are eligible for review if: 

• The Applicant is an eligible entity according to Section III.A “Eligible Applicants”;

• The Applicant submitted a Pre-Application and was invited to submit a Full Application;

• The proposed project is responsive to Section III.F “Responsiveness Criteria”; and

• The Full Application is compliant with Section IV.C “Content and Form of the Full 

Application.”
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Full Application Review Criteria
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Each Topic Area contains unique review criteria and consists of 5 
categories

• Project Design and Management

• Assessment and Analysis Approach

• Implementation and Operations Plan

• Commitment, Team, and Resources

• Community Benefits Plan

Additional information on the Full Application Review Criteria can be 

found in Sections VI.E, VII.E, and VIII.E of the FOA
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Multiple Applications – Utilities
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Provided each application is a unique, distinct project:

• A utility may submit more than one Pre-Application to any of the 3 Topic 
Areas

• A utility may submit only one Full Application to each Topic Area; and

• A utility may participate as subrecipients or Participating Utilities in Topic 
Areas 2 or 3 on more than one application

If more than one Full Application is received from a utility within a 

Topic Area, then none of the Full Applications from that utility will be 

considered for that Topic Area.
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Multiple Applications – Not-for-Profit Entities
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Provided each application is a unique, distinct project:

• Not-for-Profit entities may submit more than one Pre-Application to Topic 
Areas 2 and 3

• Not-for-Profit entities may submit only one Full Application per Topic 
Area

If more than one Full Application is received from a not-for profit 
entity within a Topic Area, then none of the Full Applications from 
that not-for-profit entity will be considered for that Topic Area.
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Pre-Applications and Full Applications Not of Interest
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• Projects that focus exclusively on 

purchasing product solutions and do not 

include solutions to address the people 

and process risks associated with the 

deployment, implementation, and long-

term maintenance and effectiveness of 

the technology product solutions.

• Full Applications that do not clearly relate 

to and expand upon the project proposed 

in the Pre-Application.

FOA Section I.E (pgs. 13-14)
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Merit Review and 
Selection Process
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Merit Review & Selection Process

- 41 -

Pre-Applications

Full Applications
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Program Policy Factors
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The Selection Official may consider program 
policy factors in making a decision.

Program Policy Examples:

• The degree to which the proposed project, or group of 
projects, represent a desired geographic distribution 
(considering past award and current applications);

• The degree to which the proposed project avoids 
duplication/overlap with other publicly or privately funded 
work;

• The degree to which the project’s solution or strategy will 
maximize deployment or replication;

• The degree to which the project or projects will advance 
national security interests;

• The degree to which the project or projects will improve 
grid reliability

FOA Section IX.A.iii. (pgs. 88-89)
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Topic Areas
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Topic Area Overview
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This FOA consists of three (3) topic areas, each designed around 
a different aspect of helping eligible utilities improve their 
cybersecurity posture.

Topic Area 1 – Advanced Cybersecurity Technologies (ACT) for Distribution, 
Generation, and Transmission Utilities

Topic Area 2 – Strengthening the Peer-to-Peer and Not-for-Profit Technical 
Assistance Ecosystem

Topic Area 3 – Increasing Access to Technical Assistance and Training for 
Utilities with Limited Cybersecurity Resources
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Optional Topic Area Pre-Application Templates
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Pre-Application Categories

• Applicant Profile (Topic Area 2 & 3 only)

• Project Overview

• Community Benefits

• Technical Approach

• Project Design and Management
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Optional Topic Area Pre-Application Templates
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Pre-Application Categories

• Applicant Profile (Topic Area 2 & 3 only)

• Project Overview

• Community Benefits

• Technical Approach

• Project Design and Management
Pre-Application 

Content 

Requirements

Scoring 

Criteria

Topic Area templates are 

available for download on 

Infrastructure eXCHANGE.

httpss://infrastructure-exchange.energy.gov/Default.aspx#FoaIdcc9bd5a9-00e0-438d-9225-873fb1f4dffa
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Optional Topic Area Pre-Application Templates
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Pre-Application Categories

• Applicant Profile (Topic Area 2 & 3 only)

• Project Overview

• Community Benefits

• Technical Approach

• Project Design and Management
Pre-Application 

Content 

Requirements

Scoring 

Criteria
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Topic Area 1 – Advanced 
Cybersecurity Technologies 
(ACT) for Distribution, 
Generation, and Transmission 
Utilities
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Topic Area 1 – Objective and Goals
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This Topic Area will provide direct support to eligible 

utilities interested in making significant modifications 

and investments that enhance “the security posture 

of electric utilities”. 

Goals

1) Improve the cybersecurity posture of the utility’s operational 
systems; 

2) Include appropriate balance of investments in staff, processes, and 
technologies; 

3) Improve effective use of already installed tools and technologies 
when appropriate; 

4) Increase participation and engagement of the utility in 
cybersecurity threat information sharing programs; and 

5) Implement solutions that have a high likelihood of continued use 

and effectiveness after the project funding ends.

FOA Section VI.A (pgs. 42-43)
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Topic Area 1 – Proposed Project Basis
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• Analyses identifying priority cybersecurity risks as 
established by security architecture reviews;

• Vulnerability assessments or penetration tests;

• Governance, risk, and compliance assessments; 
or

• Other industry accepted cybersecurity risk 
assessments. 

If necessary assessments have not yet been 
performed at the time of application, applicants can 
request funds to conduct appropriate assessments 
and analyses to identify and prioritize risks, and to 
determine system needs based on the assessment 
results.

FOA Section VI.A (pgs. 42-43)
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Topic Area 1 – What Could be Proposed

- 51 -

Projects could include:

1) Purchase of commercially available cybersecurity 
technology solutions, including but not limited to:

A. Equipment,

B. Tools,

C. Hardware,

D. Software,

E. Firmware, or 

F. Related assets

2) System-level implementations and full-scale 
system upgrades.

Projects focused on technology purchases that do 
not address investments in cybersecurity risks 
associated with people and processes will not be 
considered under this FOA.

FOA Section VI.A (pgs. 42-43)
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Topic Area 1 – How Can Funding be Used
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Training Examples:

1) Specific training solutions that would 
improve the ability of the utility’s staff to 
implement, operate, and maintain the 
technology solution.

2) Training solutions to improve general 
cybersecurity knowledge, skills, and 
abilities needed to properly use, 
maintain, and optimize the security 
features of existing or newly implemented 
technology solutions.

FOA Section VI.A (pgs. 42-43)
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Topic Area 1 - Eligibility

Eligible applicants to Topic Area 1 fall into one of the following 

four categories based on language in BIL Section 40124:

(A) Rural electric cooperatives;

(B) Utilities owned by a political subdivision of a State, such as a 
municipally owned electric utility;

(C) Utilities owned by any agency, authority, corporation, or 
instrumentality of one or more political subdivisions of a 
State; and

(D) (Intentionally left blank)

(E) Investor-owned electric utilities that sell less than 4,000,000 
megawatt hours of electricity per year.

- 53 -

FOA Section III.A.i (pg. 17)
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Topic Area 1 – Pre-Application Response Template

• Consists of 23 questions

• Optional Topic Area 1 Pre-Application 
Response Template found on 
eXCHANGE

• Answer completely and concisely

• Use review criteria to guide 
responses

• This document will be submitted for 
review to determine whether an 
applicant will be “invited” to submit a 
Full Application

- 54 -
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Topic Area 1 Pre-Application Content Requirements

- 55 -

FOA Section VI.B (pgs. 43-46)
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Topic Area 1 Pre-Application Review Criteria

- 56 -

Total Possible Score – 96 points

FOA Section VI.C (pgs. 46-48)
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Topic Area 2 – Strengthening 
the Peer-to-Peer and Not-for-
Profit Technical Ecosystem
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Topic Area 2 – Objectives and Goals

- 58 -

Improve the cybersecurity posture of Participating Utilities 
receiving products and services from the community of 
utilities and not-for-profit partners currently providing IT and 
cybersecurity support to eligible utilities.

Goals

1) Strengthen peer-to-peer and not-for-profit technical 
assistance ecosystem; 

2) Increase scope of appropriate, affordable, and 
accessible product and services; 

3) Improve quality of products and services provided; 

4) Increase the number of eligible utilities benefiting from 
products and services; and 

5) Create a replicable, scalable model for delivering 
cybersecurity services. 

FOA Section VI.A (pgs. 55-58)
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Topic Area 2 – Participating Utilities

- 59 -

FOA Section IV.C (pg. 29)

Full Applications must include a letter of commitment 
from each Participating Utility that might receive 
technical assistance, training, products, or services 
from the prime applicant.
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Topic Area 2 – Proposed Project Basis

- 60 -

• Analyses identifying priority cybersecurity risks as 
established by security architecture reviews;

• Vulnerability assessments or penetration tests;

• Governance, risk, and compliance assessments; or

• Other industry accepted cybersecurity risk 
assessments. 

The applicant must demonstrate that necessary risk 
assessments have been completed at the Participating 
Utilities and that the proposed training and technology 
solutions address risks identified in the assessments.

If assessments have not been completed, projects can 
include costs associated with assisting Participating 
Utilities to complete assessments and identify priority 
cybersecurity risks based on the assessment results. 

FOA Section VI.A (pgs. 55-58)
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Topic Area 2 – What Could be Proposed

- 61 -

Projects could include but are not limited to:

1) Purchase of cybersecurity solutions on behalf of 
Participating Utilities

2) Providing IT and cybersecurity services to Participating 
Utilities

3) Providing technical assistance to Participating Utilities

4) Providing cybersecurity training or access to training to 
Participating Utilities

5) Building a stronger ecosystem of cybersecurity 
technical assistance providers

Projects including just technology purchases and not 
addressing investment in cybersecurity risks 
associated with people and processes will not be 
considered under this FOA.

FOA Section VI.A (pgs. 55-58)
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Topic Area 2 – Working with Participating Utilities

- 62 -

• Work closely together

• Select technology solutions that best meet utility 
needs and requirements.

• Bulk buy technology solutions if multiple utilities 
select the same or similar technology solutions. 

• Document cost-savings for bulk buy purchases. 

• Consider and clearly define project ownership 
models for all solutions purchased by the 
primary applicant to be used by their 
Participating Utilities. 

FOA Section VI.A (pgs. 55-58)
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Topic Area 2 – How Can Funding be Used

- 63 -

Training Examples:

1) Specific training solutions that would improve the 
ability of the utility’s staff to implement, operate, and 
maintain the technology solution.

2) Training solutions to improve general cybersecurity 
knowledge, skills, and abilities needed to properly 
use, maintain, and optimize the security features of 
existing or newly implemented technology solutions.

3) Technology solutions and training resulting in 
increased levels of threat information sharing 
program participation.

FOA Section VI.A (pgs. 55-58)
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Topic Area 2 - Eligibility

All RMUC Program eligible entities defined in BIL 

Section 40124 can apply to Topic 2:

(A) Rural electric cooperatives;

(B) Utilities owned by a political subdivision of a State, such as a 
municipally owned electric utility;

(C) Utilities owned by any agency, authority, corporation, or 
instrumentality of one or more political subdivisions of a State;

(D) Not-for-profit entities that are in a partnership with not fewer 
than 6 entities described in (A), (B), or (C) above; and

(E) Investor-owned electric utilities that sell less than 4,000,000 
megawatt hours of electricity per year

- 64 -

FOA Section III.A.i (pg. 17)



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

Topic Area 2 – Pre-Application Response Template

• Consists of 23 questions

• Optional Topic Area 2 Pre-
Application Response Template 
found on eXCHANGE

• Answer completely and concisely

• Use review criteria to guide 
responses

• This document is what will be 
submitted for review to determine 
whether an applicant will be 
“invited” to submit a Full 
Application

- 65 -
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Topic Area 2 Pre-Application Questions

- 66 -

FOA Section VII.B 
(pgs. 58-61)
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Topic Area 2 Pre-Application Review Criteria

- 67 -

Total Possible Score – 108 points

FOA Section VII.C 
(pgs. 61-63)
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Topic Area 3 – Increasing 
Access to Technical 
Assistance and Training for 
Utilities with Limited 
Cybersecurity Resources
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Topic Area 3 – Goals and Objectives

- 69 -

Support eligible not-for-profit entities and utilities currently 

providing IT and cybersecurity technical assistance and 

training to eligible utilities to help Participating Utilities 

improve their ability to protect against, detect, respond to, 

or recover from a cybersecurity threat.

Goals

1) Increase the scope and quality of appropriate, 
affordable, and accessible services provided to eligible 
utilities with limited cybersecurity resources; 

2) Increase the number of eligible utilities with limited 
cybersecurity resources that benefit from these 
services; 

3) Promote and facilitate efforts to develop, document, 
and share replicable service models 

FOA Section VIII.A (pgs. 72-74)
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Topic Area 3 – Participating Utilities

- 70 -

FOA Section IV.C (pg. 29)

Full Applications must include a letter of commitment 
from each Participating Utility that might receive 
technical assistance, training, products, or services 
from the prime applicant.
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Topic Area 3 – What Could be Proposed

- 71 -

Projects could include, but are not limited 
to:

1) Providing technical assistance

2) Providing training

3) Building a stronger ecosystem of cybersecurity 
technical assistance providers

Funding cannot be used for the purchase 
of IT or cybersecurity tools, technologies, 
or related assets.

FOA Section VIII.A (pgs. 72-74)



U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

Topic Area 3 – How Can Funding be Used

- 72 -

Examples of what project funds could be used 
for:

1) Providing technical assistance and training that will help 
Participating Utilities improve their ability to protect 
against, detect, respond to, or recover from a 
cybersecurity threat, or 

2) Provide technical assistance and training to increase 
the participation of Participating Utilities in 
cybersecurity threat information sharing programs

3) Support training costs for the prime applicant’s staff if 
the training is directly related to technical assistance it 
provides to Participating Utilities

4) Strengthen ecosystem of technical assistance providers

FOA Section VIII.A (pgs. 72-74)
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Topic Area 3 - Eligibility

All RMUC Program eligible entities defined in BIL 

Section 40124 can apply to Topic Area 3.

(A) Rural electric cooperatives;

(B) Utilities owned by a political subdivision of a State, such as a 
municipally owned electric utility;

(C) Utilities owned by any agency, authority, corporation, or 
instrumentality of one or more political subdivisions of a State;

(D) Not-for-profit entities that are in a partnership with not fewer 
than 6 entities described in (A), (B), or (C) above; and

(E) Investor-owned electric utilities that sell less than 4,000,000 
megawatt hours of electricity per year

- 73 -

FOA Section III.A.i (pg. 17)
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Topic Area 3 – Pre-Application Response Template

• Consists of 22 questions

• Optional Topic Area 3 Pre-
Application Response Template 
found on eXCHANGE

• Answer completely and concisely

• Use review criteria to guide 
responses

• This document is what will be 
submitted for review to determine 
whether an applicant will be 
“invited” to submit a Full 
Application

- 74 -
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Topic Area 3 Pre-Application Questions

- 75 -

FOA Section VIII.B 
(pgs. 74-76)
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Topic Area 3 Pre-Application Review Criteria

- 76 -

Total Possible Score – 105 points

FOA Section VIII.C 
(pgs. 76-79)
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Final Thoughts
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Full Application Information

For applicants invited to submit a Full Application, an 
additional webinar will be held prior to the Full 
Application submission deadline. We will provide more 
information about the Full Application process and 
requirements in more detail in that webinar.

- 78 -
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Feeling Overwhelmed?

• Completing the FOA process takes work and patience

• Applying and meeting all award requirements can seem 
overwhelming.

• We encourage you to work with your respective 
communities and partners to find assistance.

• In addition to the RMUC ACT FOA, the RMUC Program 
also offered the ACT 1 Prize Competition, which has 
fewer requirements. A second Prize, the ACT 2 Prize, is 
planned.

- 79 -
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Questions about the ACT FOA or eXCHANGE
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Questions about this FOA?

• Email DE-FOA-0002986@netl.doe.gov

• All Q&As related to this FOA will be posted on eXCHANGE

• You must select FOA Number DE-FOA-0002986 to view the Q&As

• DOE will attempt to respond to a question within 3 business days, unless a similar 

Q&A has already been posted to eXCHANGE

Problems logging into eXCHANGE or uploading and submitting application 

documents with eXCHANGE?

• Email InfrastructureExchangeSupport@hq.doe.gov

• Include the FOA title and number in the subject line (BIL RMUC ACT FOA: DE-FOA-

0002986)

mailto:DE-FOA-0002986@netl.doe.gov
mailto:InfrastructureExchangeSupport@hq.doe.gov
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For Information About RMUC Program 
Announcements

• You can send a request to join the RMUC Program email list to:  
CESER.RMUC@hq.doe.gov

• Information about the RMUC Program is available at:  
https://www.energy.gov/ceser/rural-and-municipal-utility-advanced-
cybersecurity-grant-and-technical-assistance-rmuc

- 81 -

mailto:CESER.RMUC@hq.doe.gov
httpss://www.energy.gov/ceser/rural-and-municipal-utility-advanced-cybersecurity-grant-and-technical-assistance-rmuc
httpss://www.energy.gov/ceser/rural-and-municipal-utility-advanced-cybersecurity-grant-and-technical-assistance-rmuc
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@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-

security-and-emergency-response

energy.gov/CESER

Thank You for Attending!
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